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The tag stayed. The 
binary changed.

OVHcloud CLI release substitution, 19 October 2026

v0.14.0

original replaced



02 / 10

Tags held. The assets were 
replaced.

OVHcloud: v0.11.0 to v0.15.0 affected, for builds downloaded in a 
downloaded in a window on 19 October 2026 (14:47 to 16:21, 
16:21, UTC+2). Vendor figure: 1h33.

release tags v0.11.0 to v0.15.0

asset
original

asset
replaced

Source: OVHcloud advisory GHSA-862f-55f5-vmvw (vendor account)



03 / 10

A tag identifies source. An asset 
asset is a separate object.

The reporter's CI saw a changed SHA-256 and a later, dirty commit. 
The tag and Go module proxy still pointed to the original commit.

source
commit

tag
Go module

proxy

consistent

X

release asset
mutable

CI: retained
SHA-256

MISMATCH

Source: issue #300 (reporter evidence); advisory (vendor account)
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The checksum shared the 
binary's path.

Reporting indicates checksums.txt moved through the same release 
same release authority as the binaries. Compared together, both 
both can agree.

release
authority

binary checksums.txt

passes either way

X

digest retained at
prior acquisition

compare
detects change

Source: secondary reporting; reporter's retained-digest check (issue #300)
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Retention gives continuity. 
Validation gives identity.

RETAIN ED  D IGEST

Detects a later change. Does not show the first download was 
download was authentic.

VALID ATED  AT IN GESTIO N

C hecked ag ainst trusted  evidence first. A  m irror that 
validated preserves a bad file as faithfully as a g ood one.

Source: analysis; Rack2Cloud evidence-layer principle
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A bad-hash list is not a good
good-

-
hash list.

A match identifies a known-bad file. A non-match says nothing 
nothing about authenticity.

LISTED: MALICIOUS KNOWN-GOOD

darwin arm64 md5 · listed none published

darwin x86_64 md5 · listed none published

linux arm64 md5 · listed none published

linux x86_64 md5 · listed none published

windows x86_64 md5 · listed none published

Source: advisory appendix (vendor), read as stated
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Pinning a tag pins a label.

Each install path trusts a different object. The control is a validated 
validated digest, not the version string.

RELEASE ASSET

trusts the uploaded file

SO URC E AT TAG

trusts the commit the tag points to

M O D ULE PRO XY

trusts the proxy's record of that commit

No path or platform called unaffected: sources conflict.
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Downloaded is not executed.

OVHcloud's guidance is conditional on running the CLI. The 
advisory's affected-builds wording speaks of downloads only.

DOWNLOADED IN THE WINDOW

Not proof of exposure by itself.

D O W N LO AD ED  AN D  RUN

Advisory: treat the secrets on that com puter as com prom ised. It 
describes an envchecker- fo lder in the tem p d irectory as an 
ind icator.

Source: OVHcloud advisory (vendor account)



09 / 10

Eight fields at acquisition.

Keep the record in a separate trust domain the publisher cannot 
cannot rewrite.

tool and version download source

acquisition timestamp (UTC) binary digest

source of expected digest independent validation at ingestion

execution status accessible credential scope

A publisher-served digest cannot fill this row.

Source: Rack2Cloud acquisition worksheet
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Know what you fetched, 
and what you checked it 
against.

If the answer lives only in the publisher's release page, you do not 
do not have an answer.

rack2cloud.com  |  Follow The Architect for more
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