The Azure Private Endpoint Trap

Why DNS Loops and Subnet Exhaustion
are killing migrations before the 2026
outbound retirement.
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The "Broad Forwarder" Loop

 On-prem DNS forwards *.core.windows.net to Azure.
* Azure attempts public resolution and bounces it back.
e Result: High latency, random 404s, and timeouts.
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On-Premises Eygtora—ge.blvobzoré.m;db;s.ﬁet
DNS Server CNAME mystorage.privatelink.blob.core.windows.net
(e.g., 10.0.1.10) KD,
DNS Query: Azure VNET
mystorage.blob.core.windows.net | Forward to WireServer (Recursive)
| Azure DNS
7> Private Resolver Az(l;rsea\l\gefztgvfé)lP
(e.g., 10.0.2.4) e
s |
‘ fbikc D'E Systom Forward back to Resolver
CNAME (Loop)
Ey;iqzqge.privatelink.blob.core.wlndows.qet ‘
| Private DNS Zone
: (privatelink.blob.core.windows.net)
} ] ~ mystorage A 10.035
\

> RACK2CLOUD
K Like an architect. Think Like An Architect. Build Like An Engineer.



Surgical privatelink Forwarding

 The Azure WireServer IP (168.63.129.16) is invisible over
VPN/ExpressRoute.

 Deploy Azure DNS Private Resolver.
* Only forward the exact privatelink suffix.

CORRECT AZURE PRIVATE ENDPOINT DNS DESIGN: CONDITIONAL FORWARDING

AZURE VNET (Hub or Spoke)

ON-PREMISES NETWORK Subnet (e.g, 10.0.2.0/24)

%, CONDITIONAL FORWARDER CONFIGURATION E'- -
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Forwarders: [Azure Inbound Endpoint IP] > Private Endpoint NIC Azure Storage
(6 (e.g., 10.0.2.5) Account (Blob)
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storage.blob.core.windows.net E (privatelink.* only)
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Subnet Math is Non-Negotiable

* Private Endpoints are NIC-backed.

 They do not share IPs. They cannot be moved.
* Azure reserves 5 |IPs per subnet.

e A/27 safely holds ~20 Private Endpomts

AZURE SUBNET CAPACITY BLUEPRINT: CIDR & IP ALLOCATION

/27 SUBNET (Small) CIDR: /27 | Total IPs: 32 | Usable IPs: 27 (32 - 5 Reserved) Capacity Used: ~47% <—‘
FTFEFE TR
= e Raseived (5) Private Endpoint NICs (x10) Available IPs (x17) '
/26 SUBNET (Medium) CIDR: /26 | Total IPs: 64 | Usable IPs: 59 (64 - 5 Reserved) Capacity Used: ~47% 5
] )

e et (xS) Private Endpoint NICs (x25) Available IPs (x34)

/24 SUBNET (Large) CIDR: /24 | Total IPs: 256 | Usable IPs: 251 (256 - 5 Reserved) Capacity Used: ~41% — §
[T .

'Azure Reserved (x5) Private Endpoint NICs (x100) g Available IPs (x151)

‘ LEGEND: D Azure Reserved IPs (Network, Gateway, DNS, Broadcast) | D Private Endpoint NIC Allocations | D Available IP Addresses |
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Stop Guessing. Validate Your
Architecture.

* Run your environment through our stateless Azure PE Checker to
instantly detect DNS loops and IP headroom.
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Stateless utility for auditing Azure Private Networking logic. Checks for CIDR exhaustion and recursive DNS
loops locally.

Subnet Capacity Auditor
Subnet Mask Planned Endpoints
/28 (16 Tatal) - 5

[ Includie Private Link Service? {+1 NAT 1P

DNS Recursive Loop Sniper
©n-Prem/Local Forwarder IP
e.g. 168.68.1.4
Azure Private Resolver Inbound IP

e.q. 10.28.0.4

Forwarding Zone Name

e.g. database.windows.net

Found a configuration mess? Cur architects catch what automated tools miss. Ru n th e B u d it o
L]

Book Architecture Audit
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https://www.rack2cloud.com/azure-private-endpoint-auditor-breakdown/
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